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application. 

ListmgoLCisim . . h a netW ork, the 

An apparatus for transmitting a file throng 
1. (Currently amended) An ayy 

Watus eomprising: a Uty of me ssage segments 

. file-splitting processor that for spht^ ^ of 

reiving host y.in^ttejMMi^^ 

,, of ciaim therein the flitting processor 

tather comprises a file converter «**L R of , he message 

segments Mthjueeemngj!^, wt>we,B 

, . of claim 1 wherein the file-splitting processor is 
3. (Cnrrennv amended) The apparatus o * ^ ^ ^ ^ p , urality 

^source of [[a]] tiietmn^^ We- 

t , of claim 1 further comprising a message segment 

monitor for detecting non-receipt 

0 J message segments— ted^^ 

f wml further comprising an address allocator 

»— njr^s-^— — — « 

for assigning afte^eass^ttm^ 
host. 
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6. (Currently amended) An apparatus for transmitting a file through a network, the 
apparatus comprising: 

a file-splitting processor that for splitf [s~|~|ting the file into a plurality of message segments 
and assign[["s11 ing one of a plurality of source addresses to each message segment of the plurality 
of message segments , thereby te-disguis[[e]]ing the origin of the file; and 

a message segment transmitter for transmitting the plurality of message segments to a 
receiving host. 

7. (Currently amended) The apparatus of claim 6 wherein the file-splitting processor is 
configured for farther assigning one of a addr e sses the plurality of m e ssage segm e nts to a 
plurality of destination addresses assigned to the receiving host to each message segment of the 
plurality of message segments . 

8. (Currently amended) A method of for securely transmission tting of a file through a 
network, the method comprising: 

(a) at a source host, splitting the file into a plurality of message segments; 

(b) addressing , at the source host, each message segment of the plurality of message 
segments to using one of a plurality of destination addresses assigned to a receiving host; and 

(c) transmitting the plurality of message segments to the receiving host with the plurality 
of destination addresses . 

9. (Currently amended) The method of claim 8 wherein the plurality of message segments 
are addressed addr e ssing compris e s addr e ssing th e plurality of messag e s e gments in one-to-one 
correspondence to at least a portion subset of the plurality of destination addresses. 

10. (Currently amended) The method claim 8 wherein splitting the file into a plurality of 
message segments comprises converting the file into N message segments such that enable 
reass e mbly of the file is reassemblable from a subset of any K of the message segments, wher e N 
and K are being positive integersf,] and N >K >1 . 
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n .(C„rremlyame„ded) Th e ^^^^P^ 

isfias!i2D addresses to the recervmg hos,, and „„ e ofBtheN defflnatjfflt addresses 

assigned to the receiving host. 

12. (Currently amended) t nne 0 f theNdestinat^ 

. - The met hod of claim 12 where!,, .he receiving hosHs^ed* 
,3. (Currently amended) thereby ^ 

eeasesto receive ttg messages v,a no more than (N 
j^aaagreasaemblyofthe file by flte host 

The method of claim 11. further comprising: 
14. (Currently amended) reaKembledjilejnjhj^^ 

(e) ra^MeNa^^ 

^ea^ng^van^sphtrM IM1 ^assembled - 

• • u^ct iwine the N destination addresses, 
from the receim^hosLujm^Jne in 

The method of claim 8, further comprising : 

15 the plurality of messa8e sesments 

thejeceiyin^^^ 

, * The method of claim 15 wherein Ijm mm°M^ 
ccnrrently Amended ;J^ h ^** iB ^^ 
— thepmraUtyofmeasagesegmentatoa, 
comprises eaasmg-*e«ee<wfit™»"- , lity 0 f message 

,eas, ,wo of a plurality of in^te "„s,s, . fcgby relays 
segments along more than one path through the network. 
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17. (Currently amended) The method of claim S\ further comprising: 

(d) selecting as a virtual network comprising a plurality of hosts , the plurality of hosts that 
includinges the receiving host; aftd 

(e) assigning each me host of the plurality of hosts to me a domain of a plurality of 
domainsi[[ 5 and]] 

(f) designating sets of the host pairs, each host pair comprising two hosts assigned to the 
same domain or a neighboring domain; and 

(g) wher e in the step of transmitting comprises p e rmitting constraining travel of each 
message segment me of the plurality of message segments to trav e l to the receiving host miy via 
relays between host pairs , e ach one of the host pairs s e l e ct e d from on e of a same domain and a 
neighboring domain . 

18. (Currently amended) The method of claim S\ further comprising: 

(d) assigning a source address selected from a plurality of source addresses to each 
message segment of the plurality of message segments , thereby to imped[[e]]ing unauthoriz e d 
attempts to observe a tru e ascertain the source of [[a]] the transmitt e d file. 

19. (Currently amended) The method of claim 8^ further comprising causing the rec e iving 
host to : 

(d) receiv[[e]] ing. at the receiving host, at least a portion of the plurality of message 
segments; 

(e) reassembl[[e]]ing the file from the received message segments at the receiving host ; 

(f) splitting the reassembled file into a second plurality of message segments at the 
receiving host ; and 

(g) transmitting the second plurality of message segments from the receiving host . 
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20. (Currently amended) The method of claim 8 wherein step (c) transmitting comprises 
transmitting the plurality of message segments to at least one of an intermediate host and a 
destination host . 

21 . (Currently amended) The method of claim 8 wherein step (c) transmitting comprises 
transmitting from at least one of a source host and an intermediate host. 

22. (Currently amended) The method of claim 8,, further comprising: 

(d) causing the rec e iving host to monitoring non-receipt by the receiving host of at least 
one of the plurality of message segments to detect tamp e ring with messag e s e gm e nt transmission . 

23. (Currently amended) The method of claim 8^ further comprising: 

(d) allocating M destination addresses for assignment to the receiving host; 

(e) assigning N destination addresses of the M allocated destination addresses, where N is 
less than or equal to M; to the receiving host and 

(e) rep e atedly changing periodically reassigning to the receiving host at least a portion of 
the N destination addresses. 

24. (Currently amended) The method of claim 1 0 A further comprising: 

(d) r e p e at e dly changing periodically reassigning at least a portion subset of the plurality 
of destination addresses assigned to the receiving host while leaving at least K of the destination 
addresses unchanged thereby permitting continuous receipt of messages by the receiving host , 
and 

(e) notifying at least a portion of the network of the changed reassigned destination 
addresses , and wh e r e in th e step of addressing compris e s addressing the plurality of m e ssage 
segm e nts to at l e ast the K unchanged addresses to permit continuous r e ceipt of m e ssag e s by the 
receiving host . 
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j j\ Th e method of claim 8, further comprising: 
25. (Currently amended) The memo , nn ^ 0C i a xM^3^^i 
(d ) eau^WH^he^adding status information associated^ 



eeReefftfflg 4feelf-to the message segment; and 



•„t hv the receivinghost, interpreting the status 
(e) ee»sm#^^ 
information to detect tampering with message segment transmission. 

^ The method of claim 8, further comprising: 
26. (Currently amended) The met ^ 

:r:x:ir::rrrc*u^-« 

ft. encoded bit fde ismMoA^m^mm^m^ 
^nfiyamended, Am e, h odo fs eeu re ^— ^afde^ha 

network, Aejnethod comprising: 

a>^Hefilei»<o a plurafity of message 

a£ ^^plu^^^ 

origin of the file; and 

(c) transmitting the plurality of message segments. 

28 (Currently amended) The merhod of clarm 27, further comprising; 



o f message 
<^mjj)fjh^ 
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29. (Currently amended) A method ef for securely transmi tting ssien efa message file 
through a network, the method comprising: 

(a) splitting the file into a plurality of message segments, each message segment 
comprising a destination specifier, encrypted protocol information, and encrypted message data^ 
th e protocol information and messag e data being e ncrypted ; 

(b) causing receiving a message segment to be rec e iv e d by at a receiving host; 

(c) causing the receiving host to decrypting the message data routing information to 
determine a downstr e am destination host; 

(d) causing the rec e iving host to encrypting the routing information and message data in 
accordance with an encryption protocol accessible to the destination host; 

(e) , and to transmitt ing the [[thus-]]encrypted message segment to the destination host; 

and 

(eHf) repeating steps (a)-(de) for other message segments, to thereby facilitat[[e]]ing 
recovery of the message by an ultimat e the destination host. 

30. (Currently amended) The method of claim 29 wherein the message segment has a length, 
and further comprising causing the receiving host to altering the length. 

3 1 . (Currently amended) The method of claim 29 furth e r comprising causing wherein the 
receiving host to negotiate with and the destination host negotiate to determine the encryption 
protocol. 

32. (Currently amended) The method of claim 29 2 further comprising causing the receiving 
host to adding status information concerning the receiving host its e lf to the message segment, 
and a causing at the receiving host, to-interpret ing the status information to detect tampering with 
message segment transmission. 
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33. » amended) A «-* -fi^« »* ~ 3 ^ T^I ,he 
camouflage network traffic patterns and volume, the network co.npris.ng a p,ura.,,y of hosts, 

of domains; and . . ^^uwrvei-ta 

(b) per™^ rsmgfi^^ message transm.ss.on, — ^ 

^L*^ .hereby defining multiple redundant relay paths among 
^^^^^ message sonrces and 

destinations. 

34 (Currently amended) The method of Cairn 33, farmer comprising; 

__<*) reassigning a, .east one h^ of the piurafi,, of thg hosts to a sggpgdjprf^ 

«. of me plnrality of domains, thereby changing network traffic patterns. 

3, (Currently amended) The method ofclaim 33, further comprising; 

(d) assigning M ] pn^fg plurality of addresses 
with each one of the plurality of hosts; 

_ (Reassigning *= P'^ «■ ^ " S f '° m M ~ P °°' 
addresses; and 

(f) notifying the plurality of hosts of the reassigned pte^addresses. 

3, (Current, amended) The method of claim 35 wherein 

a portion of the plurality of addresses famtari a. any one fme to perm,, tog 

mss ^ m ^ mV P . . i _ i ^ M **teaHt«H^d^^ 
use of wematafagMreasstg n e d portion of4 l«^wahty^aa«^ 

w«e to, notifying the plurafity of hosts of the «aaa^d «d ptoab^ 

addresses. 



